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Executive summary 
The video surveillance industry is undergoing a transformation and storage is at the heart of it. Conventional storage systems that are not 
optimized for surveillance systems no longer meet the requirements or help organizations get the maximum out of the infrastructure. Today’s 
cameras support higher picture resolutions and higher frame rates resulting in each camera sending increasing amounts of live recording data 
across the network to the video management software system. This combination of an increased number of cameras along with increasing 
amounts of data generated per camera puts a burden on configuring the proper storage system to hold and archive the recorded data. Live data 
is an asset that needs to be protected and properly managed throughout its lifecycle. Stored video surveillance data can provide valuable 
evidence. Longer retention periods increase the probability of building a full picture of criminal activity including not only the commission of the 
crime itself but possible critical activity prior to the event. This guide explains how the HPE 3PAR StoreServ hybrid array along with HPE Scalable 
Object Storage with Scality RING on HPE Apollo 4000 storage servers, and the Milestone XProtect Corporate video management system 
together address these challenging video surveillance transformations while still providing the lowest total cost of ownership. 

Designing and implementing a video surveillance management system is a multidiscipline activity. It requires: 

• Knowledge in recording technologies and camera hardware 

• Networking expertise to configure a secure, reliable network for the demands of continuous video streams 

• Expertise on server platforms and server virtualization to handle the processing and I/O demands on the recording and playback systems 

• Expertise in configuring storage systems for high availability, performance, and scalability 

• Expertise in understanding the features and capabilities of the chosen video management software, all acting together with input from security 
managers and security operators familiar with corporate and regulatory guidelines 

The information in this guide is useful to any one of these disciplines. 

Target audience 
This document is intended for solution architects, project managers, engineers, and support personnel involved in planning, designing, and 
configuring a video surveillance project. 

Introduction 
Video surveillance systems generate a large amount of data. Managing the task of storing this data while balancing performance, availability, and 
security requirements against capacity needs, all in a cost-effective manner, can be a challenge. 

You cannot afford to lose video footage. You must assume that this data is needed for security and evidentiary purpose, and not having that data 
could be costly for your organization. Recording of live video relies on a storage subsystem that provides: 

• Low-latency write performance for incoming data streamed constantly from multiple cameras 

• High-performance read during playback, potentially from multiple cameras simultaneously 

• Data protection in terms of security and high availability 

• Flexible capacity for growth as you add more cameras  

HPE 3PAR StoreServ performance-enhanced block volumes provide all of these attributes whether the volumes reside on spinning disks  
(SAS or SATA) or solid state devices (SSDs), all which can reside within the same array. 

Organizations are facing tremendous pressure to retain data for longer periods of time in an economic manner. To make long-term storage 
affordable, security integrators are sometimes forced to make compromises—including reduced retention, lower resolution, storing only a single 
copy of critical video, and in worst cases, deleting video to make space for new incoming video. The value of video surveillance footage is often 
unrecognized until the point where it is needed for legal purposes to protect organizations from potential litigation or in the prosecution of 
crimes. The premature erasure of information that becomes important later could pose future challenges for any organization. 

The multi-tiered storage solution from HPE and Milestone automatically and transparently moves data to the most appropriate tier of storage at 
the right time, providing a powerful combination of high performance and lowest total cost of ownership. The value of video evidence is highest 

https://www.hpe.com/storage
https://www.hpe.com/docs/lifecycle
https://www.hpe.com/info/storeserv
https://www.hpe.com/servers
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in the first 24-48 hours, hence HPE 3PAR File Persona file shares make an effective first-level archive. File Persona is a feature within HPE 3PAR 
StoreServ storage that unlocks the native file services and object-access capabilities. File Persona enables rich file protocols from SMB/CIFS and 
NFS to FTP, file data services from quota management to file snapshots, File Lock for retention and WORM, and a RESTful Object Access API for 
programmatic data access. 

The HPE Scalable Object Storage with Scality RING solution is an excellent choice for long-term active archive storage. The cost advantage of 
software-defined storage residing on high capacity HPE Apollo 4000 servers offers virtually limitless capacity combined with the reliability and 
availability of the Scality RING. Object storage is an excellent choice for the long-term active archive because this is data that only needs to be 
read on occasion and never will be edited or appended. HPE Apollo/Scality RING provides SMB shares to all of your Milestone XProtect 
Recording Servers, regardless of their location, further increasing the economic benefits by distributing the cost. 

HPE Scalable Object Storage with Scality RING provides always online access to your data at cloud-scale pricing, including the following features:  

• Control costs with on-premises software-defined storage built on reliable HPE Apollo 4000 storage server platforms. 

• Scale virtually without limits—linear performance in less space with extreme data availability. 

• Simplicity in management with graphical and command line tools along with HPE Integrated Lights-Out (iLO). 

• Flexibility to access your data at petabyte scale via multiple protocols including NFS, SMB, and S3. 

• Migration-free storage solution with built-in data integrity requires no additional backup to protect your data. 

• High resilience with low overhead, even using multisite configurations. 

Solution overview  
Milestone XProtect Corporate is a tiered solution that works well with HPE 3PAR StoreServ with File Persona as well as HPE Scalable Object 
Storage with Scality RING on Apollo 4000 servers. The first tier of storage, the live database, can accommodate stored video for the desired 
retention period prior to being moved to the second tier of storage or deleted. The recommended retention time for the live database is between 
2 and 24 hours. The second storage tier is the archive database, which can accommodate long video retention cycles prior to being deleted from 
the second tier of storage.  

The live database requires block storage, such as HPE 3PAR StoreServ storage using iSCSI or Fibre Channel (FC), or storage local to  
the server. The archive database, the secondary storage for video and surveillance data, can be stored either on File Persona or on  
HPE Apollo/Scality RING. 

The key benefits of using Milestone XProtect, HPE 3PAR StoreServ storage, and HPE Apollo/Scality RING together in a comprehensive video 
surveillance management system are: 

• Manage the storage tiers seamlessly 

• Meet the performance requirements for storage and retrieval unique to each storage tier 

• Provides flexibility in configuration of storage tiers 

• Preserves the integrity of video footage 

• Provides video retention for any period of time, meeting organizational, legal, and regulatory requirements 

Figure 1 shows how data flows into the Milestone XProtect Recording Server and is then written to the recording location on HPE 3PAR 
StoreServ block volumes—the choice for handling the I/O demands of capturing live video data. The figure also shows adjacent HPE 3PAR File 
Persona SMB shares providing capacity-optimized storage for the first level of archive, with HPE Scalable Object Storage with Scality RING on 
HPE Apollo 4000 servers the choice for storing and protecting long-term archives. 

https://www.hpe.com/info/file-object-storage
https://www.hpe.com/servers/apollo
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Figure 1 also highlights the Milestone XProtect Smart Client being able to play back video from any point along the path, whether it be incoming 
live data or recorded data stored on the HPE 3PAR block volumes or archived data stored on HPE 3PAR File Persona or the Scality RING SMB 
shares on HPE Apollo 4000 servers. 

 

 

Figure 1. Milestone XProtect video management system incorporating HPE 3PAR StoreServ and Scality RING on HPE Apollo 4000 servers 

Solution components 
HPE 3PAR StoreServ storage 
HPE 3PAR StoreServ hybrid array with File Persona offers a unique solution that incorporates multiprotocol support into the system architecture 
to deliver a tightly integrated, truly converged solution for provisioning both block storage volumes and file shares from a single storage system. 

HPE 3PAR File Persona enables a rich set of file protocols and core file data services on an HPE 3PAR StoreServ system. File Persona inherits 
the industry-leading architecture and Block Persona benefits of HPE 3PAR StoreServ. It extends the spectrum of primary storage workloads 
natively addressed by HPE 3PAR StoreServ from virtualization, databases, and applications via the Block Persona to home directory 
consolidation, group and department shares, and content management and collaboration via the File Persona—all with truly Converged 
Controllers, truly agile capacity, and truly unified management.  

HPE 3PAR File Persona delivers Network File System (NFS), Server Message Block (SMB), FTP, and object access on HPE 3PAR StoreServ 
platforms. This boosts storage utilization and lowers costs by moving storage-affinity–related workloads such as data access, protection, and 
analytics, directly into the storage operating system and controller. All block, file, and object access is managed via the HPE 3PAR StoreServ 
Management Console, which enables simple provisioning and features a search-enabled interface aligned with HPE OneView. 

HPE 3PAR File Persona provides continuously available file shares. HPE 3PAR StoreServ allows non-disruptive HPE 3PAR Operating System 
upgrades and transparent failover of clients in the event of a controller failure. Comprehensive data protection is delivered through support for 
third-party backup and restore software, and disaster recovery (DR) replication via separately licensed HPE 3PAR StoreServ Remote Copy. 

Furthermore, the HPE 3PAR File Persona supports security of FIPS 140-2 validated data-at-rest (DAR) encryption as an optional additional 
measure to prevent unauthorized data access. 

https://www.hpe.com/info/csmixed-workload
https://www.hpe.com/info/hpeoneview
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HPE Apollo 4000 systems 
HPE Apollo 4000 systems are a third-generation density-optimized platform, purpose-built to service Big Data analytics and object storage 
solutions. The power and flexibility of Apollo 4000 systems enable a robust object storage solution that scales out linearly as a single protected 
system across multiple sites and thousands of servers.  

The building blocks of the HPE Apollo 4000 platform are 4U or 2U servers that leverage the modular and efficient HPE Apollo chassis 
infrastructure to provide storage density and operating efficiency. HPE Apollo 4000 servers provide configurable flexibility to optimize for 
capacity, throughput, and responsiveness. The systems are designed to maintain availability and data recovery, and support serviceability. HPE 
Apollo 4000 systems include HPE Integrated Lights Out (iLO) so that you can manage and monitor your servers from practically anywhere. HPE 
Apollo 4000 systems also integrate with HPE OneView for automating the management of your IT infrastructure. HPE Apollo 4000 servers offer 
the choice of HPE Smart Array controllers.  

HPE Smart Array technology innovations include Rapid Rebuild to reduce downtime exposure, improved data retention with Flash Backed Write 
Cache (FBWC), and increased data protection with advanced data mirroring. The HPE Smart Array card is capable of Secure Encryption 
providing enterprise-class encryption. Secure Encryption is FIPS 140-2 certified and has been verified to have a low impact on IOPS for spinning 
media, in addition to being transparent to the operating system. Hot-plug critical components (disk drives, nodes, fans, and power) support 
serviceability at every level.  

The HPE Apollo 4000 systems are selected to serve as storage nodes in the Scality RING cluster. 

HPE Scalable Object Storage with Scality RING 
HPE Scalable Object Storage with Scality RING (Scality RING) is a software-defined storage (SDS), petabyte-scale data storage solution that is 
designed to interoperate in the modern software-defined data center (SDDC). The HPE Scality RING software is designed to create unbounded 
scale-out storage systems to consolidate and protect data from multiple applications and workloads, including file, object, and OpenStack®-based 
applications. The HPE Scality RING software provides a set of intelligent services for data access, data protection, and systems management. The 
top layer of data access services offers native file, S3-compatible cloud object, and OpenStack storage interfaces for applications.  

Large distributed systems depend on fast and efficient routing of requests among the member nodes. At the heart of the RING, the storage layer 
is a scalable, distributed key-value object store based on Chord, a second-generation peer-to-peer routing protocol. The protocol is highly 
responsive to changes in system topology, such that these changes do not require broadcasting to all nodes, but only to a few relevant nodes. 
This enables the protocol to work efficiently in very large clusters. Scality has augmented and patented the basic Chord protocol to enable high 
levels of data durability, high performance, self healing, and simplified management.  

For data protection, the RING provides customizable availability and failure domains. Customers can configure the data protection policy at the 
object level, with replication of up to five copies, or erasure coding to provide as much as 14 9’s of durability with low overhead for larger objects. 
Data protection options include geo-redundancy, providing tolerance of multiple disk, server, rack, and even site failures.  

The RING’s advanced routing capabilities, configurable data management, and software-defined architecture provide full system availability and 
uptime during planned and unplanned events, including hardware failures, hardware refreshes, capacity upgrades, and software upgrades. 
Managing and monitoring the RING is enabled through a graphical point-and-click Web portal termed the RING Supervisor, through a scriptable 
CLI, and monitoring/alerting from SNMP-based consoles. The RING is designed to be self managing and autonomous, to free your administrators 
to work on other value-added tasks.  

The RING software is deployed as a distributed system on a minimum cluster of six storage servers. This system can be seamlessly expanded to 
thousands of physical storage servers as the need for storage capacity grows. HPE Apollo 4000 physical storage servers provide a combination 
of HDDs for RING data and solid-state disks (SSDs) for RING metadata. Scality RING connector services can be run directly on the storage nodes 
for maximum efficiency, or on external gateway servers if desired. 

https://www.hpe.com/bigdata
https://www.hpe.com/info/ilo
https://www.hpe.com/helion/openstack
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Milestone XProtect 
Milestone Systems is a global leader within open platform video management software (VMS) for IP network-based video surveillance. 

Milestone XProtect Corporate is a fully distributed solution, designed for large multiple site and multiple server installations requiring 24x7 
surveillance, with support for devices from different vendors. The solution offers centralized management of all devices, servers, and users—
empowering an extremely flexible rule system driven by schedules and events. XProtect Corporate is built with innovative technology designed 
to ensure end-to-end protection of video integrity and boost the overall performance of the hardware. The software supports failover recording 
servers making it the perfect choice for mission-critical installations that require continued access to live and uninterrupted video recordings in 
the event of a server failure. 

Milestone XProtect Corporate includes fully integrated matrix functionality for distributed viewing of video from any camera on your surveillance 
system to any computer with a Milestone Smart Client installed. 

For systems demanding supreme situational awareness and precise response to incidents, Milestone XProtect Corporate features interactive 
maps linked to alarms and includes XProtect Smart Wall. Milestone XProtect Corporate provides the ultimate system reliability for high-security 
installations. Edge storage support combined with failover recording servers and redundant management servers ensure video recording is  
never interrupted.  

The system also offers the possibility of including the standalone XProtect Smart Client-Player when exporting video evidence from the Smart 
Client. The Smart Client-Player allows recipients of video evidence (such as police officers, internal, or external investigators) to browse and play 
back the exported recordings without having to install any software on their computers. Finally, Milestone XProtect Corporate handles an 
unlimited number of cameras, servers, and users—across multiple sites if required. Milestone XProtect Corporate is capable of handling IPv4 as 
well as IPv6.  

Milestone XProtect Corporate elements  
Figure 2 illustrates the servers and client systems found in a typical Milestone XProtect deployment. The description of each of the major 
components follows. 

 

Figure 2. Typical Milestone XProtect Corporate setup 
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Management server 
The management server stores the configuration of the surveillance system in a relational database either on itself or on a separate Microsoft® 
SQL Server on the network. In addition, the management server handles user authentication and user rights. To enhance system performance, 
several management servers can be run as a Milestone Federated Architecture hierarchy. It runs as a service, and is typically installed on a 
dedicated server. The management server can be installed in a Microsoft Windows® cluster environment for high availability. 

Recording server 
The recording server, built on a native 64-bit Microsoft Windows implementation, is responsible for recording videos and for communicating with 
cameras and other devices. In large installations, more than one recording server is often used on the surveillance system. Failover servers can be 
set up to take over if a recording server becomes temporarily unavailable. The recording server and failover server are typically installed on 
separate servers rather than on the management server itself. 

Event server 
The event server handles tasks related to events, alarms, maps, and any third-party developed plug-ins, which need to access system events. All 
data handled by the event server are stored in the same SQL Server the management server uses. 

Log server 
The log server is responsible for storing all log messages for the entire system. The system supports three types of logs: 

• System log—log errors, warnings, and information or a combination of these 

• Audit log—client user activity in addition to login and administration logs 

• Rule log—create logs based on specific events 

The log server uses the same SQL Server as the management server and is typically installed on the same server as the management server, but 
can be installed on a separate server if the management or log server performance needs to be increased. 

Media database 
Video and audio recordings as well as related metadata is stored in the Milestone XProtect dedicated high-performance media database, which is 
optimized for storing and retrieving the recordings. 

The media database supports various unique features, such as tiered multistage archiving, video grooming, encryption, and adding a digital 
signature to the recordings. 

The media database supports a tiered storage architecture with “Live” recording database and the “Archive” databases distributed across 
different storage systems and technologies, making it possible to design and optimize the storage solution for performance (recording), size 
(retention), and cost. 

Multistage archive 
The multistage archiving support in combination with the grooming feature allows recordings to be archived again and again to new storage 
areas with each archive requiring less and less in terms of storage capacity over time. Each archive level will have a different data retention 
period. For example, archive level 1 may be 14 days, archive level 2 may be 30 days, and archive level 3 may be 90 days. A file archived from the 
“Live” database to level 1 will be automatically migrated to level 2 after 14 days. This same file will be moved from level 2 to level 3 after 30 days. 
Finally, after 90 days, the archived file is removed from the system. As the file moves through each level, it is groomed, reducing the frame rate of 
the recorded video to save storage space. 

XProtect Management Client 
The Management Client is a feature-rich administration client for configuration and day-to-day management of all parts of the system. It is 
designed to run remotely and is typically installed on the surveillance system administrator's workstation. It is available in several languages. 
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XProtect Smart Client 
The XProtect Smart Client enables operator access to live and recorded video as well as other key surveillance system features, such as export of 
recordings for use as evidence. The feature-rich XProtect Smart Client is the main client for the VMS offering a full set of advanced features. It is 
designed for day-to-day use by dedicated operators and is, therefore, installed on each operator’s computer. The XProtect Smart Client has tabs 
dedicated to different tasks: live monitoring, playback, and investigation; Sequence Explorer for investigation, alarms for alarm management, and 
system monitor for monitoring the state of the system servers, cameras, and storage. Add-on products and third-party integrations can 
incorporate additional tabs providing a dedicated user interface for their functions. 

XProtect Smart Wall 
The XProtect Smart Wall is an add-on client fully integrated into XProtect Smart Client. It is designed for control centers to display live video from 
hundreds of cameras on one or more video wall displays. Security operators can populate monitor layouts by dragging and dropping select 
cameras or views defined in XProtect Smart Client into the monitor views. Views can be shared with multiple users to focus on critical areas. 

XProtect Mobile 
This is a free application for a smart phone or tablet, which works with all XProtect video management software allowing surveillance operators to 
view, play back, and export video on the go. Views on the mobile device are taken directly from the XProtect Smart Client.  

The Mobile Server is responsible for transcoding video for delivery to handheld devices and web clients. Transcoding is an extremely CPU-
intensive operation for which Milestone recommends distributing this operation to a dedicated server. 

Note 
It is very important that time be synchronized across all servers in the video surveillance system. For example, the management server might not 
be able to authorize a recording server if the clocks on the two systems are not synchronized. Milestone recommends setting up an NTP server 
in your configuration to make sure all server clocks are synchronized. 

Capturing live video data 
Factors that determine frame size and camera rates 
The rate at which data is streamed to the recording server directly affects the storage subsystem. There are several factors that affect the 
amount of recording data that a given camera will stream to the video recording server. Key factors include: 

• Video resolution—specified as the number of pixels per frame; influences the clarity of details in the image 

• Frames per second—the recording speed; influences the smoothness of any motion in the image 

• Color depth—determines the number of bits per pixel; 24-bit color means 24 bits per pixel; black and white recording is 1 bit per pixel 

• Codec—compression/decompression algorithm, which produces the resulting bit rate sent to the recording server 

Live data is not compressed when it is captured. The cameras or video encoders must perform some type of compression on the live data before 
sending it over the network to the recording server. Some common codecs are JPEG, MPEG-4, and H.264. Within these codecs, depending  
upon the camera hardware, the user can control various parameters to tailor the resulting bit rate of the data transmitted while maintaining the  
desired quality. 
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What bit rate do I need? 
Bit rate is the product of the frame rate multiplied by the frame size (resolution times color depth). The final bit rate transmitted by any given 
camera is highly dependent upon your requirements for the quality of the recorded material captured from a given scene. Not all recording 
environments necessarily need the highest resolution nor the highest frame rates transmitted 24 hours a day. A small office, store, or playground 
might only need a general view of the scene without detailed motion; therefore, a lower resolution and lower frame rate could suffice for this type 
of environment. A warehouse or a production facility might need to capture more details in background elements, and perhaps some general 
movement in the scene, so it might only need medium resolution and frame rates. Highly dynamic scenes or the need to capture fine details of 
small objects requires the highest resolution and frame rates. Monitoring people and their movement in public transportation areas, stadiums, or 
arenas requires different frame rates depending on your purpose. Monitoring for general crowd control is different from monitoring for individual 
recognition or identification. To reduce the need for continuous recording from a given scene, Milestone XProtect supports creating triggers for 
when to start or stop recording and allows you to set up a recording schedule per camera. 

Configuring Recording Server storage 
A recording server is a system where the Milestone Recording Server software is installed. At installation time, you must specify the IP address of 
the management server that will manage this recording server. You must also specify the path to the default location for the recording data. This 
is the location where the live video feeds are stored. Every recording server must be configured with its own default location. When the recording 
server first comes online, it must be authorized at the management server; this verifies the connection between these two servers. 

When cameras are added to a recording server, they are assigned to a device group. Each recording server can be configured to support multiple 
camera device groups and cameras can be assigned to these individual groups. Each device group can be configured with its own unique 
recording properties. However, it is important to remember that all device groups on a given recording server share the same storage locations 
for both live and archived video. 

Figure 3 shows the properties of the recording storage location, which can be viewed on the Management Client after the recording server is 
authorized. The value of the path field is the location specified during the installation of the Recording Server software. The default directory is 
named “MediaDatabase” and the term “MediaDatabase” is often used to refer to the recording server data. 

Note 
Milestone recommends using a dedicated block storage device as the recording location. 

As shown in Figure 3, you may optionally select “Signing” and “Encryption” for recordings. These options do not affect the storage required to 
hold the recordings. Select “Signing” to enable a digital signature to the recordings. This signature confirms that the exported video has not been 
modified or tampered with when played back. To encrypt recordings, select the desired encryption level. Encryption levels of None, Light or 
Strong may be chosen. Light encryption uses extra CPU cycles on the Recording Server, but uses less CPU than Strong encryption. Setting 
Encryption to a value other than None requires specifying a password to access the files. 
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Figure 3. Recording storage attributes 

How Milestone XProtect stores data on disk 
Milestone XProtect writes the data to the recording storage location into multiple directories. A directory is created per camera per hour. Data is 
written into the directory in multiple files, each 16 MB in size. The number of these files per directory is directly related to the recording rate for 
the given camera. This method limits the amount of data that must be repaired in the event of a server failure/restart to only the last hour. This 
means there is no restriction on how large of a LUN you use for the recording data. 

Caution 
Milestone cautions that when the Recording Server service is running, it is very important that Windows Explorer or other programs do not 
access Media Database files or folders associated with your system setup. If they do, it is likely that the recording server cannot rename or move 
relevant media files. This might bring the recording server to a halt. For this reason, HPE recommends disabling Windows from indexing the 
video storage locations and disabling any virus scanning of the video storage locations. 

Specifying HPE 3PAR StoreServ block volumes  
Milestone recommends using a dedicated block storage device as the recording location. In the path field, enter the volume specification of the 
HPE 3PAR StoreServ block volume, which was previously configured on the array and configured via Windows Device Manager on this recording 
server. As seen in figure 3, an HPE 3PAR virtual volume was initialized in Windows Device Manager as the M: volume. The MediaDatabase 
directory specified in figure 3 as part of the path does not have to be predefined on this volume; Milestone XProtect will create this directory. 

Note 
When formatting a block volume, Milestone recommends setting the Windows allocation unit size to 64 K. This will significantly improve 
performance when writing live video stream data to the recording location. 
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Note 
The path field in the Storage and Recording Settings screen can specify a network drive, but writing live recording data to an SMB share is not 
recommended. 

Recording data is a constant write workload, which can be predicted based on the recording rate per camera times the number of cameras 
configured. Real-time analysis of live data or forensic analysis of the recorded data places a heavy read workload on the recording location. 
Choosing flash-optimized HPE 3PAR StoreServ LUNs from either a RAID 5 or RAID 6 Common Provisioning Group (CPG) provides the best 
performance for handling the write I/O demands of live video data. Alternatively, RAID 10 is the best choice for handling high read activity if the 
data is subject to a high degree of forensic analysis. 

Factors affecting recording storage capacity 
Retention time and maximum size, as illustrated in figure 3, are two important parameters that affect the utilization of the capacity reserved for 
storing live recording data. These values can be modified for a given recording server through the Management Client. The settings are dynamic. 
HPE recommends limiting total capacity utilization to approximately 80% to provide the additional overhead needed to manage files when a 
disk-full condition is reached or to provide additional space for motion detection analysis. 

Retention time 
The retention time specifies how long the live video data remains in the recording location before one of two actions is taken. Recordings older 
than the specified retention time will be deleted unless an archive location has been configured. If an archive has been configured, then those 
video files, which have exceeded the retention time on the recording location, are migrated automatically by Milestone XProtect to the archive 
location. The value of retention time can be expressed in hours or days. 

Maximum size 
This is the value in gigabytes (GB) of the maximum amount of data to save in the recording location. If this location becomes full, data is either 
deleted or archived to the first level archive if one has been configured. 

Note 
The Milestone XProtect system will automatically archive the oldest data (or will delete the oldest data if no archive has been configured) when 
there is less than 5 GB of free space in the recording location. If free space falls below 1,024 MB (1 GB), data is deleted. If the data cannot be 
deleted fast enough to keep at least 250 MB free, then recording stops—no more data can be written until space is made available. 

If the maximum size is reached, the consequences appear in the recording server’s log file in the form of the following messages: 

2017-05-11T09:12:47-06:00 : 

Deleting table ‘26b6b25c-b723-4d24-9200-f2d116981b15_LOCAL_2016-04-10_16-45-06' in bank 

‘M:\MediaDatabase\503696e4-2f06-4be7-a8c4-b8e6ab0f1c87' begun. Minimum disk space 
requirement (delete limit: 1024 MB) reached! 

 

2017-05-11T09:12:47-06:00 : 

Deleting table ‘26b6b25c-b723-4d24-9200-f2d116981b15_LOCAL_2016-04-10_16-45-06' 
succeeded! 

 

2017-05-11T09:12:47-06:00 : 

Archiving table ‘26b6b25c-b723-4d24-9200-f2d116981b15_LOCAL_2016-04-10_16-45-06' failed! 
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NmDatabase::CmDatabase::DeleteTable (line Database.cpp, 2831): Table ‘26b6b25c-b723-4d24-
9200-f2d116981b15_LOCAL_2016- 04-10_16-45-06' does not exist! 

The first message confirms that the free space has fallen below the 1,024 MB threshold, and therefore, a table will be deleted. This situation has 
caused a loss of recording data. The second message confirms the successful deletion of the data. The third message appears because the 
archiver was running and could not move the table because it was deleted as an emergency measure to gain free space. 

Video archiving 
Milestone XProtect supports the automatic migration of video data from the live recording locations to one or more archives. This is a powerful 
feature of the Milestone XProtect Management System. The requirements for video retention and archiving, however, do present additional 
demands on the storage subsystem. 

Data is retained at each level based upon a specified retention time. Data that is older than the retention period either is migrated to a lower level 
archive or is deleted from that level if there is no lower level specified. Data subject to migration is checked on a specified archive schedule, with 
one hour being the finest granularity. 

After a recording server is authorized in the management server, you have the option to configure one or more archive locations for this 
recording server. The management server communicates with the recording server during this process to verify the recording server has access 
to the specified path. As with the recording location, all camera groups configured for the recording server share the archive destinations. 

Figure 4 shows the settings that can be specified when creating an archive. 

 

Figure 4. Configuring a recording server archive 

Specifying HPE 3PAR File Persona or HPE Scalable Object Storage with Scality RING shares for archiving 
As shown in figure 4, when configuring the archive settings, you must specify the path to the SMB share for this particular archive level. The path 
is specified using Universal Naming Convention format, such as \\server\share\directory. Repeat this process, specifying the path to a different 
SMB share for each archive level for this recording server. HPE 3PAR File Persona and HPE Scality RING SMB shares support this naming 
convention. 

Each SMB share is assigned user or group permissions for access. When installing the Recording Server software, you are required to specify the 
account under which the recording service is run. This account must have the proper Windows credentials specified to be able to access the SMB 
share. If the proper credentials are not in place, the attempt to add an archive location to an authorized recording server via the Management 
Client will fail.  

https://www.hpe.com/info/3par
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For example, before installing the Recording Server software, you create a user account named “Milestone” on the recording server. During 
installation of the Recording Server software you then specify that the recording services will run under this account. For the recording server to 
be able access the SMB share, you must set up a Windows credential for this user “Milestone,” providing the appropriate network address and 
logon information for the given share. In the case of HPE 3PAR File Persona, you supply the IP address of the Virtual File Server and provide the 
logon credentials of an authenticated user you created during File Persona configuration on the HPE 3PAR. In the case of the HPE Scality RING, 
you supply the IP address of the appropriate HPE Apollo 4000 server RING storage node running the CIFS connector and provide the logon 
credentials of an authenticated user you created when you configured SAMBA on the storage node. 

TIP 
The Milestone Management Client will not confirm that the Recording Server can access the path specified for the archive until you click OK. If 
the path is invalid, you must re-enter all of your archive configuration options. When creating the archive, click OK after entering the archive 
name and path. After the archive path is validated and the archive has been created, you can then go back and edit the archive, changing the 
other items from their default setting. 

Configuring the archive 
After the archive name and path have been specified, the following parameters may be modified as required to complete the configuration of the 
archive. 

Maximum size 
The maximum size of the archive is subject to the same rules that apply to the recording location. If the archive location becomes full, data is 
automatically migrated to a lower tier (if one is defined) regardless of the retention time. If no lower level archive is specified, then data is deleted 
upon reaching the maximum size until there is at least 5 GB free capacity. 

Retention time 
Retention time describes the span of time where video data is available for playback and evidentiary support in a given repository. Data that is 
older than the retention time is moved to a lower-level archive if one is defined, or is deleted if this is the lowest archive level. The retention time 
is specified in hours or days. When specifying retention times in a multilevel archive, the retention time of a lower level must be greater than the 
retention time of the level above it. This is because the number of retention days stated for an archive includes all retention stated earlier in the 
process; that is, retention times are based on the original recording date of the video. For example, if you specify a retention time of 12 hours for 
the live data, the retention time for the first archive level must be greater than 12 hours. The retention time for a second archive must be greater 
than that of the first archive and so on. 

Archive schedule 
The archive schedule specifies the frequency that the management server should check for data that might be a candidate for migration. Figure 
5 shows the options available for specifying the archive schedule. The archive can be checked daily, weekly, or monthly. If you specify daily, you 
can select every day or every X number of days. If you specify weekly, you can choose which day or days of the week to make the check, or every 
week, or every X number of weeks. If you choose monthly, you can specify how many days during the month to check, or X number of days every 
X number of months. You may also specify to check at a specific hour of the day or every X hours between a starting time and ending time. 
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Figure 5. Configuring archive schedule 

Reduced frame rate 
Milestone XProtect supports a grooming feature, which optionally allows you to reduce the frame rate at which the archived data is stored. For 
example, if you record at 30 FPS, the first archive may be specified to save the data at 15 FPS, while a lower level archive may specify 8 FPS. This 
increases your storage efficiency. In this case, due to the reduction in archive throughput at each level, you might want to allow multiple 
recording servers to share the same archive location, with each recording server writing to its own unique directory. 

Calculating the needed capacity for a given archive is done the same as for live data—the data rate per camera based on the frames per second 
multiplied by the number of cameras multiplied by the retention time. If multiple recording servers are sharing the same location, the required 
capacity for the archive is the total from each recording server. 

Balancing recording rate against archive rate 
Archiving is a sequential operation. Archiving involves a read of data from the live storage, a write of the data to the archive location, then a 
delete of the data from live storage before moving on to the next chunk of data. This activity is repeated for each archive level. 

It is important to remember that while archiving is occurring, live data is still being written to the primary storage. This makes it essential that the 
archiving rate exceeds the incoming rate during the scheduled archive time. If archiving cannot keep pace with recording, the storage location for 
live data will fill up and there is a potential that recordings could be lost. 

Healthy balance 
Figure 6 shows a very healthy profile that balances the incoming data rate (green line) with archiving activity (blue line). In this case, archiving 
was scheduled for every hour at the top of the hour. There is no frame rate reduction configured for the archive. The discreet periods of archive 
activity show that the archiving task can complete the required work each hour. 
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Figure 6. Archiving tasks completed each hour per schedule 

Archiving imbalance 
Figure 7 represents a different workload than the workload in figure 6. As before, archiving (blue line) for this workload was scheduled for each 
hour; however, the continuous line in this graph indicates that archiving is not completing during the hour. Archiving is not keeping pace with the 
recording rate (green line). The amount of archive data that must be written each hour is greater than what can be written during that time. 
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Figure 7. Archiving is not keeping pace with recording 

If you examined the log file on this recording server, you would see messages similar to the following: 

“At least one table is already being archived to bank 
‘\\10.1.5.85\Mile_All\g7w19\7A51ADE7-1789-4FFB-927B-ED4928E2C07F'! This indicates that a 
previous archive run was not done yet. The archive already in progress will continue to 
run.” 

This message confirms that a previous archive operation has not been completed when scheduling triggered a new check on the archive. This is 
a situation that must be avoided or eventually the recording data storage for the live database will fill to capacity. 

Balance with two levels of archive 
Figure 8 shows a performance graph from a recording server with two levels of archive defined. With this workload, archiving is keeping pace 
with the incoming recording data (green line). Archiving to the first level archive (blue line) was scheduled for every hour on the hour. Archiving 
to the second level archive (red line) was scheduled every hour on the half hour. Staggering the schedule in this fashion prevents the storage for 
the first archive from having to receive writes from the recording location while also simultaneously executing reads, writes, and deletes while 
archiving data to the second location. This graph also illustrates a lower write rate to the second level archive because the archive was configured 
for a reduced frame rate of 5 FPS. 
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Figure 8. Archiving balanced across two levels of archive 

Actions to take to bring about balance 
Take the following steps to strike a balance between the incoming rate and the archiving rate.  

Reduce the amount of live data 
Reducing the incoming rate for a fixed number of cameras can be achieved by reducing the camera recording characteristics: frames per second, 
resolution, or increased compression. Perhaps a higher frame rate or resolution, while desirable, is not a necessity. Reducing the recording rate 
can permit more cameras to be enabled on the recording server. 

If the camera recording properties cannot be altered, then reducing the number of cameras configured for a recording server is another option. 
Gradually reduce the number of cameras so the incoming rate matches the ability to write to the archive location. 

Improve archiving efficiency 
As figure 8 illustrates, the practice of staggering the archive schedule in a multilevel archive configuration should always be followed. 

Figure 8 also illustrates the benefits of archiving at a reduced frame rate. The quality of the archived data will have to be evaluated to determine 
if it meets your requirements for playback. For example, if data recorded at 30 FPS is archived at 24 FPS, there might be no sacrifice in the 
quality of the video for playback from archive. 

Evaluate the time span between scheduled archiving operations relative to the retention time. It could be that too much data has to be moved 
during each scheduled archive. 

Block volumes for first level archive 
Consider using block volumes for the first level archive to improve archiving performance and efficiency. Lower level archives may then be 
deployed on SMB shares. 
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Video Playback 
The Milestone XProtect Smart Client is used to play back either live or archived video. Milestone recommends that you do not install the Smart 
Client software on a recording server. 

A request for live data viewing is handled by the VideoOS.Recorder.Service process on the recording server. The requested data is 
sent to the Smart Client across the network for display. Viewing live data has minimal impact on recording data as the video stream is intercepted 
before it is written to the recording location. However, when you request to play back recorded or archived video, the recording server responds 
by reading the requested data from either the recording data storage location or the applicable archive data location. This read activity then 
competes with the read and write activity that is occurring as part of the recording and archiving schedules. 

Figure 9 shows a playback (red line) of archived video from the first level archive while data is also being written to the archive (blue line) from 
the recording location. The recording video stream is shown for comparison (green line). The steps in the playback throughput illustrate the 
change in the read request rate when playback is at 1X, 2X, and 4X speed. You can see how playback can overlap with other I/O activities on the 
recording server. 

 

Figure 9. Video playback I/O (red) competing with recording and archiving I/O 
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Putting it all together 
The information and recommendations provided in this paper result from experience with the basic Milestone XProtect Corporate environment 
installed in our HPE lab. The following section provides a high-level description of the lab setup and configuration used to validate this solution. 

Milestone load simulation tool 
Milestone provided HPE with a load test tool that includes pre-recorded videos and a camera driver to simulate live video streams being received 
by the recording server. All videos were recorded with H.264 CODEC. The videos are offered in a variety of frame resolution specifications. The 
tool allows you to specify variable frame rates so you can produce a variety of mixed workloads. We standardized our lab configuration on high 
definition resolution, specifically 1920x1080, at a frame rate of 30 frames per second (FPS). Table 1 lists the per camera workload generated by 
each of the simulated video streams at this given resolution and frame rate. Taken together they present a wide range of workloads, each 
presenting its own challenges for balancing camera count against capacity and performance demands on the recording and archive storage 
locations 

Table 1. Sample workloads—Rate per camera at 1920x1080 and 30 FPS 

Sample Video File reference—H.264 Recording rate per camera (KB/s) 

Exterior Door 406 

Office Parking Lot  480 

Airfield 492 

Six Lane Highway 720 

LPR_Exit 1541 

LPR_Motor1 2765 

LPR_Motor2 4833 

LPR_Motor3 2615 

 
These samples are an excellent example of how the scope of the scene, the action, and detail captured within that scene determine the resulting 
frame size captured at a given resolution. To calculate the average frame size for each sample video simply divide the recording rate per camera 
by the FPS value. From the workloads in table 1 you see the frame size varies from 13 KB up to 160 KB. The Exterior Door and Office Parking 
Lot are scenes with either low activity or are covering a wider scope. The Airfield video is a wide view of a section of an airport tarmac, and 
though it has some pedestrian, vehicle, and plane traffic, the scene only shows general details. The Six Lane Highway is a wide view of heavy 
vehicular traffic moving through an intersection and only includes enough detail to recognize the type of vehicle (for example, car, truck, van, bus, 
or bike). In contrast, the sample video files containing the “LPR” label were designed by Milestone to test video analysis software performing 
license plate recognition. This application requires much more detail to be able to recognize the license plate number, country of registration, and 
make and model of the vehicle. 

Implementing multiple instances per Recording Server 
Milestone XProtect supports creating multiple instances of the recording server per Recording Server platform. This option is chosen during the 
installation of the Recording Server software. Given adequate CPU and memory resources on the server, implementing multiple instances per 
Recording Server allows you to increase the camera count per physical server deployed. 

Each recording server instance requires its own static 10GbE interface. The IP address of the adapter to be assigned to each instance is specified 
during the installation of the Recording Server software.  

Lab environment overview 
Our HPE lab environment consisted of the following key components (refer to figure 1). 

• HPE ProLiant servers for the Milestone XProtect Corporate software components 

• HPE 3PAR StoreServ array 

• HPE Apollo 4000 series storage servers 

• HPE Scalable Object Storage with Scality RING software-defined storage cluster 

https://www.hpe.com/info/csmixed-workload
https://www.hpe.com/info/proliant-dl-servers
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Milestone XProtect servers 
The Milestone XProtect software components were installed on individual HPE ProLiant servers running Windows Server® 2012 R2. One server 
was dedicated to the Milestone XProtect Management Server role. We did not use a dedicated server for SQL Server but instead allowed the 
Milestone installation process to install Microsoft SQL Server Express directly on the Management Server. 

Multiple HPE ProLiant servers were configured with Milestone XProtect Recording Servers software. Each server supported the following 
interconnects: 

• One Fibre Channel HBA connection to the lab’s SAN for access to HPE 3PAR StoreServ block volumes 

• One 1GbE interface for lab management 

• Two 10GbE network interfaces, each assigned a static IP address. These connections supported access to the SMB file shares from HPE 3PAR 
File Persona and HPE Scality RING on Apollo 4000 servers. 

Each recording server supported two recording server instances (one 10GbE IP address assigned to each instance). 

HPE 3PAR StoreServ 
Two HPE 3PAR StoreServ arrays were configured to supply the block volumes and File Persona shares required for this solution. Each array had 
a single controller pair. It is important to note that one array would have easily handled the performance requirements. The second array was 
needed to meet capacity requirements. 

HPE Scalable Object Storage with Scality RING on HPE Apollo 4000 servers 
HPE Scalable Object Storage with Scality RING was installed on six HPE Apollo 4500 series servers, a six-node configuration being the minimum 
for a Scality RING. The Apollo 4000 servers provided the storage node role and were configured with internal HDD storage for the data ring and 
SSD storage for the metadata ring. An HPE ProLiant server took on the Scality RING Supervisor role for the RING deployment, configuration and 
monitoring through a Web UI. The Supervisor also collects and presents real-time Scality RING statistics through ElasticSearch and Grafana. 

For access to the RING storage from Milestone XProtect via the SMB protocol, the Scality RING SMB Connector was installed on five of the Apollo 
4000 storage servers. 

Each storage server in the RING has two 10GbE interfaces that were bonded together using bond mode 0 (round robin).1 The dedicated 
network switch supporting the RING traffic has four 10GbE connections to the lab network supporting the Milestone XProtect Recording Servers. 

Supporting 1000 cameras 
Only one SMB connector was configured in the Scality RING. Samba was configured on this connector server with an individual SMB share 
created for each physical Milestone Recording Servers. Each share mapped to a directory on the file system. To increase the camera count per 
Recording Server, we installed two recording instances per server.2 Each instance of the Recording Server was configured to write to its own 
subdirectory beneath the share associated with the given physical Recording Server. 

Using each of the sample video file workloads listed in table 1, we experimented with various camera counts and the number of Recording Server 
instances to determine how many cameras would support each workload.3 We then had to modify the camera count in terms of balancing the 
workload during the archive process.  

It soon became apparent that we were overloading the 10GbE adapter on the one storage node hosting the SMB shares. The total of the 
incoming and outgoing network traffic exceeded 1000 MB/sec (over 80% utilization).4 It is important to note that no other Scality RING 
resources were over utilized. 

 
 
1 Faster cluster networks, such as 40GbE, are beneficial for improving the speed at which the erasure-coded data is written to and read back from the cluster. 
2 The servers had the CPU and memory resources to handle additional instances, but having only two 10GbE network interfaces limited us to two instances. 
3 The Milestone Management Client will report a data overflow condition on individual cameras or even all cameras in a group if the workload is too high. Data overflow means that 

some video will be lost on those cameras. You must either reduce the number of cameras assigned to the affected Recording Server or reduce the workload per camera until the 
condition disappears. 

4 As measured by running the nload tool on the HPE Apollo 4000 servers functioning as the Scality RING storage nodes. 
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We configured the SMB connector on a second storage server in the Scality RING, setting up the SMB shares as per the first Scality RING 
connector. We settled on a using eight Recording Servers, sixteen instances, configuring each instance with 64 cameras. We ran a combination of 
the Airport, Office Parking Lot, and Six Lane Highway workloads and manually balanced the long-term archive load across the SMB shares 
provided by the two Scality RING connectors. This resulted in a total of 1024 cameras with the workload distributed across the 10GbE interface 
on the two Scality RING storage servers. 

Figure 10 illustrates a Milestone XProtect Management Client view of two Recording Server instances running on one physical Recording Server. 
Each instance supports two camera groups, each group defining 32 cameras. The figure shows the 32 active cameras (red camera icon means 
the cameras are recording) in the second camera group on Instance 2. Each recording instance must have its own recording location and 
individual archive locations. The figure illustrates the storage view of Instance 1. The recording location is the M:\MediaDatabase\Local 
Default directory, where M: is a 10 TB block volume presented from the HPE 3PAR StoreServ array. The path to Archive 1 maps to the 
subdirectory “Instance 1” on the SMB share “Mile_Filshr1” presented via File Persona on the HPE 3PAR StoreServ array. Finally, Archive 2 maps 
to the subdirectory “Instance1” on the SMB share “XPCOshare5”, which is being presented by the SMB connector executing in the Scality RING. 

 

Figure 10. Storage view of a Recording Server with two Recording Server instances 
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Figure 10 also shows that by moving the mouse over each storage location, you receive a summary of the parameters set for this location. Notice 
that the retention times increase as you move through the storage locations and that the archive schedules are staggered. Note too that data is 
written to Archive 2 at a reduced frame rate of 15 FPS. 

Conclusion 
Bonding the two 10GbE interfaces on each HPE Apollo 4000 storage server using Dynamic Link Aggregation (bond mode 4), or having a single 
40GbE interface, provides the increased network bandwidth so that a single SMB connector easily handles our workload. We did not observe any 
Scality RING resources being over utilized with this given workload. 

Note 
There are no hard and fast rules in terms of relating the number of cameras per Recording Server instances, the number of instances per 
Recording Server, and the number of recording instances accessing the same Scality RING connector. Throughput per camera drives the 
performance and capacity requirements. Throughput per camera is highly dependent up compression, resolution, frame size, and frame rate.  

General observations 
Because the retention time at each level of archive must be longer than the retention applied to the preceding level, each lower-level archive 
must support a larger storage capacity. This is seen in figure 10. The first-level archive must have a larger capacity than the recording location, 
especially if the recordings are archived at the same frame rate (no grooming). Storage requirements for archive level 2 must be higher than 
those of archive level 1. This holds true even if data is archived to level 2 at a reduced frame rate (grooming) because archiving to this level is for 
long-term data retention.  

Achieving the balance between the recording and archiving rate required careful monitoring. We observed that it took one or two archive 
schedules to determine if archiving was keeping pace. The first scheduled archive has the potential to move a larger amount of data than 
subsequent archives, depending upon the retention times and the archiving schedule. This workload might be too much for one scheduled 
archive and could require several additional archive operations to even out. If you alter the number of cameras configured per Recording Server, 
whether the goal is to reduce or increase capacity utilization, it will also take one or two archive schedules to be able to evaluate the overall effect 
of the change. When making either of these changes, it is necessary to re-evaluate the retention times on the recording data and the first-level 
archive. 

When planning the storage subsystem layout, it is important to keep in mind that data is constantly moving into and out of the recording and 
archive storage locations. Table 2 shows how the recording, archiving, and playback activities within the video management software affect each 
of the various storage locations that are present in the system and how these activities can compete with each other for storage I/O performance. 
This table looks at a two-tier archive configuration. 

Table 2. Concurrent I/O activity within the storage locations with two levels of archive 

Storage location Data being written to the location Data being moved (read/write/delete)  
from the location 

Data being read from the location 

Recording storage Live video data Archiving data to first level Playback 

Archive level 1 Archive data from upper level Archiving data to second level Playback 

Archive level 2 Archive data from upper level Data deleted when retention time expires Playback 
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Best practices and configuration recommendations 
Throughput per camera drives the performance and capacity requirements of the solution. Work with the camera vendor to understand the 
average image size (determined by desired image resolution and compression factor). Multiply this value by the image rate (frames per second) 
to determine the throughput per camera. After the rate per camera is known, use the following steps to approximate the resources that will be 
required: 

1. Multiply the throughput per camera by the desired number of cameras per Recording Server to get the recording rate per Recording Server. 
Does the Recording Server have the appropriate CPU and memory resources to process this workload? Does the Recording Server have the 
bandwidth required for storage communications (SAN, network)? Remember, archiving requires three times the calculated bandwidth.  

2. Estimate the bandwidth needed for playback by assuming some percentage of data to be read from each location on a daily basis. Add this to 
the bandwidth needed for writing data to determine the estimated total bandwidth. 

3. To determine the storage capacity needed at the recording location, multiply the throughput per camera by the number of cameras per 
Recording Server by the desired retention time. Divide this result by 0.80 to maintain total utilization at 80%. 

4. Calculate the storage capacity needed at each archive level. Calculate either the hourly or daily rate generated by the number of cameras to 
be supported by the Recording Server. Multiply this rate by the hours or days of retention at each archive location. (Note: this calculation 
does not factor capacity needed based on the relevant data protection policy (RAID, erasure coding) unique to each storage resource.) 

5. Multiply the results per Recording Server by the total number of Recording Servers to be deployed. This provides the aggregate bandwidth 
and capacity requirements for the solution.  

6. Plan resource needs for growth. 

Best practices and recommendations are: 

• Utilize a dedicated 10GbE (or higher) network for archive traffic from the Recording Server to the SMB shares. 

• To increase camera count per Recording Server plan, install multiple instances per Recording Server. Remember that each instance requires its 
own 10GbE interface with each interface requiring a static IP address. Balance the number of Recording Server instances against the CPU and 
memory resources on the physical server.  

• When configuring the HPE Apollo 4000 servers in the Scality RING, bond the network interfaces using bond mode 4 (802.3ad), also known as 
Dynamic Link Aggregation mode. Note that this mode requires that the Scality RING network switch support IEEE 802.3ad Dynamic link. 

• Do not allow multiple Recording Servers (or instances) to write to the same SMB file share directory level.  

• Balance I/O throughput to the recording location against the write throughput to the archive location. Failure to maintain a balance could 
cause your recording location to fill up, potentially resulting in the loss of video data. 

Use Cases 
The solution described in this paper can be applied to the following use cases. 

• Centralized architecture 
In this use case all server and storage components are located on-premises. This configuration is best suited to organizations where scale is 
the primary consideration. This architecture is commonly used by governmental agencies, airports, energy companies, and casinos. 

• Distributed architecture 
This use case supports several hundred IP cameras with servers and storage systems local to the cameras. Recorded data is retained locally 
for a period of time and then is transferred to a central location for long-term archive. This allows for greater functionality and processing 
without heavy network requirements. Storing data locally at the distributed sites allows easy integration with video analytics applications. This 
architecture is commonly used for city surveillance and transportation. 

https://www.hpe.com/storage/SAN
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Summary 
HPE validated Milestone XProtect Corporate video management software with the HPE 3PAR StoreServ and HPE Scalable Object Storage with 
Scality Ring on the HPE Apollo 4000 storage servers. The HPE 3PAR StoreServ storage provides the capacity and performance requirements 
demanded from the live database. HPE 3PAR File Persona provides the cost and capacity-optimized SMB shares for archiving recently recorded 
footage. HPE Scalable Object Storage with Scality RING solution on HPE Apollo 4000 storage servers provides the cost savings, the security and 
reliability, and unlimited potential for growth demanded for long-term active archives. 

This HPE video surveillance solution is ideally suited to meet your requirements in a modular, scalable fashion for the best total cost of ownership 
for video surveillance analytics and archive either for a distributed edge-to-core system with automated analysis, or a centralized system with 
long-term archives to meet regulatory needs. 

Appendix A: Monitoring Performance 
There are several useful tools that will help you monitor the performance of the storage configured for a given Recording Server. 

For monitoring the HPE 3PAR StoreServ, use the statvlun CLI command to monitor I/O for block volumes and the statfs command to 
monitor I/O to file shares.5  

The Recording Server maintains a log file in the directory, C:\ProgramData\Milestone\XProtect Recording 
Server\Logs. The log files are named database_year_month_day-1.log. A new log file is created at the start of each day. The 
messages in this file indicate the state of health of the Recording Server’s archiving activities. 

Use the Server Logs section of the Management Client to review the system log to look for media overflow events, which indicate dropped 
frames. 

Windows Resource Monitor is very useful for getting a real-time picture of the Recording Server performance. Monitoring CPU usage and 
memory utilization is essential. Resource Monitor is very useful for monitoring network activity. Figure 11 shows network activity on a Recording 
Server during playback. You can see in the “Processes with Network Activity” section that the VideoOS.Recorder.Service process is sending data 
across the network. The “Network Activity” section is extremely helpful because it identifies the address of the server that is receiving this data—
in this case d2dhost22, which we know to be our video playback server. Being able to identify the processes that are sending and receiving data 
and identifying the respective target or source helps you trace the path the network I/O takes. 

 

Figure 11. Recording Server sending data to the playback server 

 
 
5 For monitoring back end I/O to the HPE 3PAR StoreServ virtual volumes used for both block and file volumes, use the statvv CLI command. Remember HPE 3PAR StoreServ 

File Provisioning Groups (FPGs) might be configured with more than one virtual volume. Use the showfpg CLI command to see all of the virtual volumes in the FPGs defined on 
the array. 
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The Disk tab of Resource Monitor is useful in identifying the files being accessed on the physical disks. In figure 12, data is being read from and 
written to the M: drive. The reads are for data that is being sent to the playback server (XProtect Smart Client) and the writes are the incoming 
live video streams. Notice that in the “Disk Activity” section, it is possible to read the names of the files being read. This represents playback of six 
cameras from one Recording Server. 

 

Figure 12. Disk reads for playback and writes for live data 

Windows Performance Monitor (Perfmon) can provide performance data either in real time or from a log file. When you install the Recording 
Server software on your system, Milestone XProtect automatically adds several important objects and counters into Perfmon. Table 3 lists some 
of those Perfmon counters we found very helpful for validating and monitoring our configurations. HPE strongly encourages you to create your 
own “user defined” data collection set for use on your Recording Servers. You can create a custom data set on one Recording Server by adjusting 
the parameters you want to capture, and then save the definition as a template to apply to all your Recording Servers. This gives you consistent 
metrics across your environment. 
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Table 3. Recommended Windows Perfmon counters 

Object Instance Counter Comment 

Memory N/A Committed Bytes The amount of committed virtual memory—committed memory is the physical memory, which has  
space reserved on the disk paging files. 

Processor Total % Processor Time The percentage of elapsed time that the processor spends to execute a non-idle thread. 

PhysicalDisk (*) Disk Read Bytes/sec At a minimum, collect the Recording Server storage physical disk volume (HPE 3PAR block storage). 

PhysicalDisk (*) Avg, Disk sec/Read The average time, in seconds, of a read of data from the disk. 

PhysicalDisk (*) Disk Write Bytes/sec The rate at which bytes are transferred to the disk during write operations. 

PhysicalDisk (*) Avg, Disk sec/Write The average time, in seconds, of a write of data to the disk. 

Network interface (*) Bytes Sent/sec Be sure to specify all Recording Server’s 1GbE and 10GbE network interfaces. 

Network interface (*) Bytes Received/sec The rate at which bytes are received over each network adapter. 

SMB Client Shares (*) Read Bytes/sec Select specific instances of the HPE 3PAR File Persona SMB shares; available on Windows Server 2012. 

SMB Client Shares (*) Write Bytes/sec The rate at which bytes are being written to the share. 

VideoOS Recording 
Server Database 

Total Bytes/sec Recording data received. 

VideoOS Recording 
Server Database Disk 

(*) Media Data Bytes Amount of data written to the specific instance. Instances will include the HPE 3PAR block storage physical 
volume for the recording storage as well as the HPE 3PAR File Persona SMB shares for archived data. 

VideoOS Recording 
Server Drivers 

Total Bytes/sec Recording rate of all the cameras configured. 

VideoOS Recording 
Server Drivers 

camera x Bytes/sec To see the recording rate of a specific camera. 

VideoOS Recording 
Server Drivers 

Total Media/sec To see the total frames per second being processed. 

VideoOS Recording 
Server Drivers 

camera x Media/sec To see the recording frame rate of a specific camera. 

VideoOS Recording 
Pipeline 

(*) Media lost/sec Only available if there have been any dropped frame events. 
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Resources and additional links 
HPE 3PAR StoreServ Best Practices Guide 
hpe.com/h20195/v2/getpdf.aspx/4aa4-4524enw.pdf  

Technical overview of HPE 3PAR File Persona software 
hpe.com/h20195/v2/GetPDF.aspx/4AA5-6078ENW.pdf  

Milestone Systems 
milestonesys.com  

HPE Scalable Object Storage with Scality RING 
hpe.com/storage/scalableobject  

HPE Apollo 4200 Gen9 Server 
h20195.www2.hpe.com/v2/Getdocument.aspx?docname=4AA5-8646ENN  

HPE Apollo 4510 Gen10 System 
hpe.com/us/en/product-catalog/servers/apollo-systems/pip.hpe-apollo-4510-system.1010193037.html  

For identifying storage system configuration specifications and compatibility information, go to the SPOCK website at 
h20272.www2.hpe.com/spock/  

To help us improve our documents, please provide feedback at hpe.com/contact/feedback. 

 

Learn more at  
hpe.com/storage/3parfilepersona 
hpe.com/storage/scalableobject 
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